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[ToobnemaTmka

- HeobxoomMo NMOHMMAaTb OT Yero 3allMLLAaTbCH, KaK Ha
YPOBHE CETU, TaK M XOCTa.

D) Mbi cTankmMBaeMcs C pasnmMYHbIMM aTakaMm HO Kak
MOHSATb, KTO 3@ HUMW CTOMUT, KaKOBAa €ro LLesb U Ha 4TO

HanmpaBneHa camMa aTaka?
MoxkeT BbITb Nopa 6exaTb M BblpybaTb MOrpaHMYHbIE MapLLPYyTepb?

[Tpu KaXa0WM HEMOHATHOW CUTYaLLMM MCKaTb B

MHTEPHETE MOXOXME NHUMNOEHTbI?



MNCTOYHUKWM 3HAHU M

KaxablM MCTOYHUK MPUBHOCUT
cBoto YacTb CTI-3HaHMM

OTKpbITbl €
MCTOYHMKM

BHyTpeHHUE Dark web
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An ongoing supply chain attack has been reported, targeting cus|

company. This attack has been attributed to North Korean Thre.
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Desktop App Malware Campaign
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On 29th March 2023, reports emerged of malicious activities originating from a signed 3CX desktop
application. Trojanized versions of the 3CX desktop app load a DLL with malicious content. The DLL
launches a multi-staged attack on the victim machine, the final stage being the deployment of an
unidentified info stealer.
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Ha Kakne BOMPOChl OONMXKEH YMETb
oTBeYaTb VIb-acCcuCTeHT

* Y10 Takoe BugSleep?

« KakoBo noeepeHume BugSleep?

* Kak geTtekTMpoBaTb CETEBYIO aKTUBHOCTbL BugSleep? [ RAG 1

* Bbbinn nn y Hac Koraa-To B KOMMNAHMM UHLMOEHTbI, CBA3aHHbIE C
BugSleep?

* Kakme mopTbl OTKPbLIThI 419 0OCTyNa M3 MHTEPHETA Ha
[P XXX XXX XXX XXX ?

- EcTb nu BpepoHocHas akTuBHOCTb Ha URL: https://yyyy.yyy/zarplata.js [ Multi-agents 1

* Y MeHS eCTb BOT Takou pai, Nposepb, HeT nu B Hem BIMO? LLM

* EcTb nn cemyac Ha M3D: XXX.XXX.XXX.XXX MPaBUIO ONs pa3peLleHns
noctyna us noacetv 10.0.0.0/24 Ha y3en 10.120.0.1 no nopty TCP:443




Ha Kakne BOMPOChl OONMXKEH YMETb
oTBeYaTb VIb-acCcuCTeHT

* Ecnun B damne BINO, y3Haw 4TO OHa OenaeT, ecnm ee
aKTUBHOCTb MOXXHO 3aB/10KMPOBaTb Ha YPOBHE CETH,

glefe]:l=]e]Y UTO ¥ MEHS HACTPOEHbI BCE HEODXOOMMbIE
npaBuna ans MEEtaiele=ERIZE ce ceTEBOM aKTUBHOCTM.
Y 3Hau, cMoxXeT NV ERXINERIZEROTOa3 M Th

aTaky rpynnupoBkn APT YYY.

Multi-Agents
LLM




[Tovyemy Obl MPOCTO HE CMPOCUTb Y
ChatGPT/DeepSeek/GigaChat/YandexGPT?

x [lepegada KOHPUMAOEHLMANbHbIX AAHHbIX B 3aMnpoce.

x LLM oTBevaeT nnbo 10, Ha 4YeM bObina obyydeHa, Nnnbo

npenayMblBaeT OTBET.
[annoumHaumnm

x YeM MeHblUe oby4yatolas BbiIOboOpKa Mo TeMe 3anpoca,
TeM 6onblLUe BEPOATHOCTb rasiyitoLmMHaL, M.

x HYacTo HEBO3MOXXHOCTb NoOKpennMTb OTBET MCTOYHMKOM.

x HeobxoamMoCTb MOCTOAHHOro g,000ydeHus (fine-
tunning) 13-3a peryngapHo NOSBNEHNS HOBbIX OaHHbIX.




RAG
(Retrieval Augmented Generation)



Obuiasa apxutekTypa RAG
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Retrieval - nouck 1 nssneveHme penesaHTHOM MHOPMALUN.
Augmented - fononHeHne HanaeHHOW MHPOPMaLIMEN.

Generation - reHepauuAa OoTBeTa C y4eTOM HaWAEHHOM peneBaHTHOMN NHOLJYEINZIZE




Vcnonb3soBaHume RAG B VIb-accucteHTe
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[TonMepsbl paboTel RAG

3anpoc: Y1o Takoe BugSleep?

SIVSIEE]e], TakKe M3BeCTHbIM noa ncesgoHnMomM MuddyRot, -

MHCTPYMEHT yaaneHHoro goctyrnafRNMReite]o SRS
MOEHTUDULMPOBAH KaK YacTb KaMnaH i [QASIIIINIpIZ[eEENTE),
npunucebiBaemMblx [FeNalalEAMMefe\AWENEl. BriepBble OH Dbl

NpoOaHanmM3nmpoBaH B NtoHe 2024...

lcxogHble gaHHblE:

« https://blog.talosintelligence.com/writing-a-bugsleep-c2-server
* https://research.checkpoint.com/2024/new-bugsleep-backdoor-deployed-in-
recent-muddywater-campaigns




[TonMepsbl paboTel RAG

3anpoc: Kak AeTeKTMpOoBaTb CETEBYO aKTUBHOCTb BugSleep?

KntoueBble MeTOObl OOHAPYKEHUS

1. KOMMyHMKaLus kKoMaHa 1 ynpasneHus (C2):
* BugSleep rcnonb3ayeT cnewumanbHbiM MPOTOKO KOMaHL, U yNpaBieHns Yepes npocTbie
. MOHUTOPUHI ncxoasuLero TpadmKa Ha NpeaMeT HeobbIYHbIX NogkntodeHmnmn TCP, ocobeHHOo

K M3BECTHbIM BPeOOHOCHbIM |IP-agpecam nnm ooMeHaM, MMeeT peLlaroLLee 3HaYeHme.

« Kaxpbi Mask BugSleep MRS R RNl IV ER): OH ,
33 KOTOPbIM CrleaytoT OaHHble, KOTOPble OObIYHO BK/IFOYAOT MMS KOMMbIOTEPA W UMS
NoNb30BaTeNsd. DTO MOXHO OTCNEXMBATb Ha NpeaMeT Lab/oHOoB,
BugSleep!

2. NpaBuna Snort:

* [lepBOHa4YaNbHbIM KAHAMOAATOM Ha OOHaPYKEHME ABMNFETCA MasiK, KOTOPbIN MOXHO
MOEHTUOMUMPOBATL MO €ro onpeaeneHHon CTPYKTYpe. 3aMevYeHo, YTO Masitk MCMOMb3yeT NopT
443, 4TO MO3BONSAET EMY CMELLUMBATLCS C 0ObIYHbIM Tpadmkom HTTPS.

* [lpaBmna Snort MOXXHO yNyyLLIMTb C NoMoLbto flowbits ona coxpaHeHUa COCTOAHMSA B HECKOMbKMX
IERGIEY RN 103BO1SeT Oonee HaaexxHO OOHapPY K MBATb KOMaH A, bl el s\ IINIZICRE!
NepBOHaYalIbHbIM MasKOM.

« Kaxoasa koMaHga, oTrnpasnsemMas BugSleep, nmeeT npedukc B Buae 4-6anMToBOro

MAEHTUPUKATOPA KOMAHAbI, KOTOPbIM TaKXe MOXXHO OTC/IEeXMBATb Ha NpeaMeT onpeneneHHblx
3HAYEHUM, CBA3aHHbIX C onepaumnamm BugSleep...




Ha Kakne BOMPOChl OONMXKEH YMETb
oTBeYaTb VIb-acCcuCTeHT

* Kakve nopTbl OTKPbLITLI 415 4OCTYyMNa U3 nHTepHeTa Ha |P:
XXX XXX XXX XXX ?

- EcTb nu BpepoHocHas akTuBHOCTb Ha URL: https://yyyy.yyy/zarplata.js [ Multi-agents 1
LLM

* Y MeHs eCcTb BOT Takouh dann, NnpoBepb, HeT nn B Hem BI1O?

* EcTb nn cemyac Ha M3D: XXX.XXX.XXX.XXX MPaBUIO ONs pa3peLleHns
noctyna us noacetv 10.0.0.0/24 Ha y3en 10.120.0.1 no nopty TCP:443




Multi-Agents LLM
(LLM-based Multi-Agents)

14



HeMHOro onpeneneHnn

- MVAEZELCELG D EARRE- ccTeMa, COCTOALLAA U3 HE3ABMCUMbIX KOMMOHEHTOB

MW, Ha Baze LLM, Kaxkgbil M3 KOTOPbIX Ha3blBAETCH areHToM, paboTaroLLLmX
BMeCTe AN OOCTMXeHUs obuen uenn. Kaaomy areHTy MoxeT OblTb

Ha3Ha4dYeHa onpegefieHHaqd 3agayd4ya Ha OCHOBE ero CHhJibHbIX CTOPOH *,
* 0OLLENPUHATOrO onpeneneHme noka Het

D) NG - cvctema U, KoTopas ucnonb3yeT LLM gnsa BsanmMogeiicTeums ¢
oKpyxeHuem [1].

- AgSIEhy - NporpamMMa, Kotopas ncnonbsyet metoabl M onga BbinonHeHWs
33,34, KOTOPble ODObIYHO TPEBYIOT YeToBe4YeCKOro nHTenexkTa [2].

cTouHMKM:

1. Cognitive Architectures for Language Agents (https://arxiv.org/pdf/2309.02427)

2. TPTU: Large Language Model-based Al Agents for Task Planning and Tool Usage
(https://arxiv.org/pdf/2308.03427)

3. Are multi-LLM-agent systems a thing? Yes they are. But.
(https://gist.github.com/yoavg/9142e5d974ab916462e8ec080407365b)




ObuLasa apxmTekTypa AreHTa

TPTU: Large Language
Model-based Al
Agents for Task
Planning and Tool
Usage
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