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0O yeM poknan

Kak npoBepuTtb BCe N3MEHEeHUs B CETMU:.

* HeT yCcTponcTs ¢ ognHakoBbiIMM hostname

* Ha Bcex cocegHux nopTax ogmHakosbit MTU

* Ha BCex aKkTMBHbIX MopTax BbiCTaBsieH description
- T4

O yeM ewe:

« Kakon noaxon Mbl NpuayManm 1 Kak peanm3oBanin
* KaK MocTpounTb NpoLecc Banngaunm NaMeHeHn

* Kyga Mbl ngeMm — Al-aHanmtuka

JlonaTta gnga «BblkanbiBaHUNS>»
NAaHHbIX O CETU
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000 MHe

« PykoBoamTtenb R&D B Hadal Project

« PazpabartbiBan 1 BHeOps aBTOMaTU3aLUMIo
yrpaBneHmna obopynoBaHEM
B KOPMOPATVBHbIX 1 OMEPAaTOPCKMX CETSX

 PhD @ MOTU

3HaKOMbTECH, Xagasbly
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Bannopauma mMsaMeHeHUu

13mMeHeHna B ceTu Tpe6y+0T MOCTOAHHOIO
KOHTPO/IA.

« Golden Config (AAA, NTP,
CTaH4ApPTM3aLUMa Ha3BaHUM 1 T.4,)

* [poBepPKU COCTOAHUN YCTPOMUCTB
(E0S, EoL, Uptime, Bepcunm OC v ap.)
u npoTtokonos (LLDP, Duplex, MTU, STP,
OSPF, BGP v gp.)

* [lpoBepKU Ha cooTBEeTCTBUE
pekoMeHpaaumaMm 6e3o0nacHoOCTU HenpUMeTHOe HapyLIeHe
u nyywum npaktukam (PCl DSS, CIS, v gp.)
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[TlouemMy HeobXOAMM MOCTOAHHLIA KOHTPONb

* TnurueHa - BbISB/IEHWE HAPYLLEHWIA
Ha PaHHKX 3Tanax, HUKAKUX
«BHE3aMnHOCTeM» Npu TPABALWYTUHre

ABTOMATMU3aUUA > €Cu
AaBTOMATM3MPOBATb XaoC, TO MNOYYNT-
Cs1 aBTOMAaTU3NPOBAHHbIN XaoC

e Bbe3onacHOCTb > HMYTO He 3abbITO,
Bbl 3HAETE MPO KaXkgoe yCTPOWCTBO
B BaLlenm ceTtu

OLWMBKM, HAPYLLEHUS, OTK/TOHEHMS, «3a6bINN
OBGHOBWTb AOKY>» U T.A. 3aTPYAHSIOT TPAOALYTUHT
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[lpocTasa n BaxHasa 3ajada.
KOTopyi C/NOXHO peannsoBaThb

YeMm 60/bLUe MHPPACTPYKTYPA U «300MapK»»
BEHOOPOB — TEM C/IOXHee ee BaNManpoBaTh

Netconf, gNMI v gpyrne nHtepdpencs
IGO0 HE NMOoAAEPXKMBAKOTCH HA 0O6OPYO0BaAHNN,
JIN60 BTOPUYHDI

EAMHCTBEHHbIN BbIXOL,

« Cobpatb BbIBOAbI KOMaHA 1Mo SSH

« PacnapcuTb HECTPYKTYPUPOBAHHbIN TEKCT
« HopManmaoBaTtb gataceT, 06paboTarTh, ...

«300napkK>» BeHOOPOB A06aBIgeT
3HAUUTENbHYIO CNOXHOCTb
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[lpumMep: cTaTyChbl MHTEPHENCOB

Cisco NX OS: oBe KoMaH[bl Huawei VRP: ogHa koMaHaa

Ethernet1/0/@ current state : UP (ifindex: 6)
Line protocol current state : UP

Cast Iine protocol up time : 2Z0Z5-05-09 14:28712
Link quality grade : GOOD

Description: towards spinel

Ethernet1/1 is up
admin state is up, Dedicated Interface
Hardware: 100/1000/10000 Ethernet, address: 0c48.fa00.1b08 (bia 0c48.fa00.0101)
Internet Address is 169.254.0.6/31
MTU 1500 bytes, BW 1000000 Kbit , DLY 1@ usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, medium is broadcast
full-duplex, 1000 Mb/s
Beacon is turned off

Route Port,The Maximum Transmit Unit is 1500

Internet Address is 169.254.0.3/31

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is 3872-655b-4a00
Loopback:none, LAN full-duplex mode, Pause Flowcontrol: Receive Enable and Send Enable
Last physical up time : 2025-05-09 14:28:12

Eth1/1 connected
Eth1/2 connected
Eth1/3 connected
Eth1/4 notconnec
Eth1/5 notconnec
Eth1/6 notconnec

Heo6xoanMo BbINO/HATb Pa3/IMyHble KOMaHAbl
U NNcaTb KACTOMHbIE Napcepbl.
[a>ke oNnga caMbiX «6a30BbIX>> AAHHbIX
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[lpocTasa n BaxHasa 3ajada.
KOTopyi C/NOXHO peannsoBaThb

« «CTaTyCbl MHTEPHENCOB, aKTUBHbIE CECCUU
BGP... Mbl MOrniv 6bl BbiAeNMTb OTAE/bHOIO
yenoBeka nog 3Ty 3agavy Ha 6 Mecsaues...
807 3ag0ayn — 31O COHOP M MAPCUHT>

« OyeHb MHOro NOBTOPAOLENCS PAbOThI

* .. HO B UTOre 3Ta 3ajaua He peluaeTcs:
MHXXEHepbl NPenMyLLECTBEHHO
He pa3paboTUYMKM 1 3aHATbI 3a4a4aMu
aKCnyaTauum

Korga nuulellb napcepsbl oasa Bcex
Mopenen n sepcumn OC
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A 4yTO ecnm ynpoCcTUTb paboTy
C AaHHbIMM OO0 OOHOrO 3anpoca?

MOLLUHbIA MHCTPYMEHT
B MpaBWIbHbIX PyKaxX
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UTO HYXHO BaNMAMPOBATH

KoHdurypauumn
(aka Golden Config)

* HacTtpoinkun AAA,
nonb3oBatenem, ACL n 1.n.

« HacTtpowkun hosthame B
HY>XHOM dopmaTe,
BbICTaB/1IeEHHblE description
Ha nopTax 1 T.Mm.

[TpoBepKK No rpynnam
YCTPOWCTB, Hannune
HEOH6XOAMMbIX M OTCYTCTBME
3anpeLleHHbIX CTPOK
KOHPUrypaumm
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UTO HYXHO BaNMAMPOBATH

KoHdurypauumn
(aka Golden Config)

* HacTtpoinkun AAA,
nonb3oBatenem, ACL n 1.n.

« HacTtpowkun hosthame B
HY>XHOM dopmaTe,
BbICTaB/1IeEHHblE description
Ha nopTax 1 T.Mm.

[TpoBepKK No rpynnam
YCTPOWCTB, Hannune
HEOH6XOAMMbIX M OTCYTCTBME
3anpeLleHHbIX CTPOK
KOHPUrypaumm

11

OnepaunoHHoe
COCTOSIHMe

* COCTOSAHUA YCTPONUCTB —
Bepcua OC, HegaBHME
nepesarpys3ku, CtaTycChbl
NOPTOB U T.M.

* COCTOSHUA NPOTOKOIOB —
nepesarpys3ky 1 COCTOSHUS
ceccum (BGP, OSPF, STP,
LLDP u 1.n.), Tabnuupl
RIB/FIB/MAC/ARP n T.n.

[TpOoBEPKM MO YCTpONCTBaM
N GNIMKAWLLIMM COCeasiM,
MHOXECTBO NapamMeTpoOB
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UTO HYXHO BaNMAMPOBATH

KoHdurypauumn
(aka Golden Config)

* HacTtpoinkun AAA,
nonb3oBatenem, ACL n 1.n.

« HacTtpowkun hosthame B
HY>XHOM dopmaTe,
BbICTaB/1IeEHHblE description
Ha nopTax 1 T.Mm.

[TpoBepKK No rpynnam
YCTPOWCTB, Hannune
HEOH6XOAMMbIX M OTCYTCTBME
3anpeLleHHbIX CTPOK
KOHPUrypaumm
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OnepaunoHHoe
COCTOSIHMe

* COCTOSAHUA YCTPONUCTB —
Bepcua OC, HegaBHME
nepesarpys3ku, CtaTycChbl
NOPTOB U T.M.

* COCTOSHUA NPOTOKOIOB —
nepesarpys3ky 1 COCTOSHUS
ceccum (BGP, OSPF, STP,
LLDP u 1.n.), Tabnuupl
RIB/FIB/MAC/ARP n T.n.

[TpOoBEPKM MO YCTpONCTBaM
N GNIMKAWLLIMM COCeasiM,
MHOXECTBO NapamMeTpoOB

End-to-End
nosegeHue cetu

ECTb MapLlpyT, eCTb pesep-
BHbIE MYTU, HET NMETEND,
NPSMON 1 OBPATHbIV MYTH
coBnagatoT v T.n.

BbINOMHEHO pa3rpaHnvyeHune
Mo 30HaM, TpaPUK xoamT
TOJIbKO A0 pa3pelLleHHbIX
MOPTOB, HET AOCTYyNa

n3 VIHTepHeTa n 1.M.

[TpoBepKK MapLlpyTM3aLmm
M KOMMYTaLWKM NO BCEN CETU
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UTO HYXHO BaNMAMPOBATH

;%;

nexthop 24

«Kak npoBepuTb, YTO Ballla CETb paboTaeT

NpaBuUIbHO: dopMasibHaa BepubmrKaLms»
13
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UTO YUYUTbIBATb —
BJIOXKEHHOCTb [AaHHbIX

Knaccuueckum nogxoa: NCrob3yem perynapku,
npoBepsaeM Hanmumne nam OTCyTCTBME CTPOYEK
KOHpUrypaumm

Ho, uTto genartb C:

* Bce IPv4 nogcetn Ha nHTepdencax c YYY
O00/1XHbI BXoaAnTb B ACL XXX

* Ecnm HacTpoeH X, TO A0HKEH ObITb HACTPOEH Y

Heo6xopumMo ucnonbsoBaTtb $yHKLMOHANbHbIE
NPOBEepPKU No Bcel KOHPUrypauumm

n BCeM COCTOAHUAM

14

BNo)»XeHHOCTb OaHHbIX
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UTO YUYUTbIBATb —
TOMoNIorMYeckas CBA3HOCTb

MHoruve npoBepku 3aBsa3aHbl Ha TOMOJIONUIO CEeTMU:

« OgnHakoBble MTU/Duplex Ha coceHMX nopTax

« Bce nn aHoHCcKHpoBaHHble No BGP yCcTponcTBOM
npe@uKCbl BbININ YCTAHOBMNEHbI B TABNMULLY €ro
cocepna?

* Bepuounkauma End-To-End nyten

* OTkAtoYeHHbIM LLDP Ha rpaHuue ceTu

1 MHOTMe gpyrme

an BanMaaumMm Heo6xoanMMo YUYUTDIBATD

¢M3quCKy}O U IOrMYEeCKYIo CBA3HOCTb MeXAy

yCTponUcTBaMu Mpy Banuaaumm HeobxoaMMo
YyUnTblBaTb BCE CBA3M
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UTO YUYUTbIBATb —
M3MEHEHUNA BO BPEMEHMU

Bce cnomanoch, HO Yac Hasaf Bce 6bi1o
XOPOLLO — YTO MNPOU30LLIO?

Korga n KTo U3MeHUN KOHPUrypaLmo

Korpa yoanuncga MmapLpyT
Korga B ceTu NOSBUIOCb HOBOE YCTPOUCTBO

M opyrme npoBepku

Mpn Banupauum Heo6xoAUMO NoaAEePIXUBATb
BEPCUOHUPOBAHNE AAHHbIX

16

Kyga nponanu MapLpyTbi?
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[fpbon3BOMIbHbIE BbLIOOPKU

Yxe XpaHUM U BEPCUOHNPYEM KOHOUTIYPaLIMK,
onepauyioHHble COCTOAHMSA U TOMOMOrUIO

lcnonb3yem 3T gaHHble

LN MPOU3BOJIbHbIX BbIOOPOK:

* Ha kaknx noptax HacTpoeH VLAN XXX

« Jltobas ctaTucTmka (obopynoBaHue, nnaThbl,
MHTEP®ENCDI, YTUNM3auUuns, KOmyecTBo U T.1.)

* Bbibopku no kputepuam (BeHgop, Bepcus OC,

PEMMOH U T.M.)

3anpochbl K ceTu Kak K base [laHHbIX

17

PeuenTt canata n3 VLAN

/\metn_ Hadal &



Peannzaums

18

s paboTbl HEOH6XOOMMO NoJo6pPaThb
NPAaBUMbHbLIA UHCTPYMEHT
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[Nooxon N1 — pewaeM «B nob»

C60p AaHHbIX: BbINOSIHAEM ShOw-KOMaHb|
no SSH, cobrpaeM BbIBOAb!

Banupgauma: Habop perynsapHbIX BblpaXXEeHUM
(HaMpUMep, CTPOYEK KOHOUIYpaLKMA), KOTOpPbIe
OOJIKHbI MPUCYTCTBOBATL B BbIBOOAX KOMAHL
U HE OOIKHbI

Pe3ynbTat: HabOP YCTPONCTB HA KOTOPbIX
NPOLLIN/HE NPOLLIN NPOBEPKM

19

NTP Huawei X

Name: NTP Huawei

Check NTP server

Description: configuration at Huawei
devices.

Site: DEMO

Vendor: Huawei

Model:

0s: VRP

OS Version: VRP 8.X

system ntp server 10.10.15.8*

: system ntp server 10.10.15.8*
Obligatory checks:

system ntp server 10.10.15.8*

system ntp server 10.10.15.8*

Prohibited checks: system ntp server *
List of checked devices X &

List of all devices which were under test

Device Site Vendor Model oS OS ver... Severity
huawei1 DEMO  huawei  model1 VRP 5170 (ZERY) show details
huawei1 ~ DEMO  huawei  model 1 VRP 5170 show details

Rows per page: 100 1-2 of 2
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[Nooxon N1 — pewaeM «B nob»

NMpeunMylwecTBa

* [lpocToTa peanmsaunu:
OOCTaTOYHO CObpaThb
BbIBOAbl KOMaHA
N HAaNMCaTb PEeryaspKu

* [looxoauT ang
NPOCTbIX 3afa4 BMUOA «€CTb
NV HET>» (HanpuMep,
B KOHPUrypaLmsx)
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[Nooxon N1 — pewaeM «B nob»

NMpenmMmyuwiecTBa HepocTaTku
 [lpocToTa peannsaunu: « OTCyTCTBYIOT » Bce paBHO HY>XHO nMMcaTb
[0OCTaTO4YHO cobpaTb dYHKLUMOHASbHbIE MPOBEPKM Mapcepbl N0 KaXX4oro BeHa0pa,
BbIBOAbl KOMaHA, («ecnun, To, Haue») mMogzenb, OC, Bepcuio OC
M HanNMcaTb Peryngpku
* YTO fenaTb eCniv AaHHble * HeT BO3MOXHOCTU NPOBOAMUTD
* Monxopnt Ans HY>XHbl N3 HECKOJIbKMX NPOBEPKUN C YYETOM
NPOCTbIX 3a4a4 BUOA «eCTb K 5 POBEP Y 5
WM HET> (HanpUMeD, show-kKoMaHA’ TOMONTIOTNYECKOWM CBA3HOCTU
B KOHPUrypaLmsx)
e Henb3sg genaTtb UToro: TakuM noaxonomM MOXKHO
MPOU3BOIbHBIE BbIGOPKY MOKPbITb TO/IbKO Manylo YacTb

BCEeX HeO6X0AUMbIX MPOBEPOK

OAHHbIX (MOMUMO NPOBEPOK) N
+ OH OYE€Hb TPYAOEMKUMN
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[lepeocMbiCcigeM

HECTPYKTYPNPOBAHHbIE
OAHHDBIE

Ethernet1/@/@ current state : UP (ifindex: 6)
Line protocol current state : UP

Last line protocol up time : 2025-05-09 14:28:12
Link quality grade : GOOD

Description: towards spinel

Route Port,The Maximum Transmit Unit is 1500
Internet Address is 169.254.0.3/31

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware addres

Loopback:none, LAN full-duplex mode, Pause Flowcontrol: Rece
Last physical up time : 2025-05-09 14:28:12
Last physical down time : 2025-05-09 14:27:52
Current system time: 2025-05-09 14:37:22
Statistics last cleared:never
Last 300 seconds input rate: @ bits/sec, @ packets/sec
Last 300 seconds output rate: @ bits/sec, @ packets/sec
Input peak rate @ bits/sec, Record time: -
Output peak rate @ bits/sec, Record time: -
Input: @ bytes, @ packets
Output: @ bytes, 199 packets
Input:
Unicast: @ packets, Multicast: @ packets
Broadcast: @ packets, JumboOctets: @ packets

22
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[lepeocMbiCcigeM

HECTPYKTYPNPOBAHHbIE
OAHHDBIE

Ethernet1/@/@ current state : UP (ifindex: 6)
Line protocol current state : UP

Last line protocol up time : 2025-05-09 14:28:12
Link quality grade : GOOD

Description: towards spinel

Route Port,The Maximum Transmit Unit is 1500
Internet Address is 169.254.0.3/31

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware addres

Loopback:none, LAN full-duplex mode, Pause Flowcontrol: Rece
Last physical up time : 2025-05-09 14:28:12
Last physical down time : 2025-05-09 14:27:52
Current system time: 2025-05-09 14:37:22
Statistics last cleared:never
Last 300 seconds input rate: @ bits/sec, @ packets/sec
Last 300 seconds output rate: @ bits/sec, @ packets/sec
Input peak rate @ bits/sec, Record time: -
Output peak rate @ bits/sec, Record time: -
Input: @ bytes, @ packets
Output: @ bytes, 199 packets
Input:
Unicast: @ packets, Multicast: @ packets
Broadcast: @ packets, JumboOctets: @ packets

23

HOPMAJIN3MPOBAHHAA BEHOP-
HE3ABNCUMMAA CXEMA NAHHbBIX

11 devicelnfo
[...] 12 12Interfaces
[..] 14 xdp_neighbors

DeviceInfo

L2Interface
Neighbor

1 name

2 nameOriginal
3 ifname

4 state

5 mac

6 mtu

7 rel

8 duplex

9 speed

10 media

11 lastInput
12 lastOutput
13 switchport

14 counters

15 description

string
string
string
State
string

int32

int32
string
string
string

int32

int32

Switchport
Counters

string

I~
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[lepeocMbiCcigeM

HECTPYKTYPNPOBAHHbIE
OAHHDBIE

Ethernet1/@/@ current state : UP (ifindex: 6)
Line protocol current state : UP

Last line protocol up time : 2025-05-09 14:28:12
Link quality grade : GOOD

Description: towards spinel

Route Port,The Maximum Transmit Unit is 1500
Internet Address is 169.254.0.3/31

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware addres

Loopback:none, LAN full-duplex mode, Pause Flowcontrol: Rece
Last physical up time : 2025-05-09 14:28:12
Last physical down time : 2025-05-09 14:27:52
Current system time: 2025-05-09 14:37:22
Statistics last cleared:never
Last 300 seconds input rate: @ bits/sec, @ packets/sec
Last 300 seconds output rate: @ bits/sec, @ packets/sec
Input peak rate @ bits/sec, Record time: -
Output peak rate @ bits/sec, Record time: -
Input: @ bytes, @ packets
Output: @ bytes, 199 packets
Input:
Unicast: @ packets, Multicast: @ packets
Broadcast: @ packets, JumboOctets: @ packets
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HOPMAJIN3MPOBAHHAA BEHOP-
HE3ABNCUMMAA CXEMA NAHHbBIX

3AMNPOC OAHHbIX

OCETM W BN OTBETA

N o
e MpocToit 3anpoc (koHuenT)
11 devicelnfo DeviceInfo
[.] 12 Rinterfaces  L2Interface ————> | NIREZRrae g
[..] 14 xdp_neighbors = Neighbor 1 name string Ha KaKWMX l/IHTepCI)el/IcaX
2 nameOriginal string 0 0 o)
i = He BbiCcTaB/eH description?
4 state State —
5 mac string
6 mtu int32
7l e CTpyKTypUupOBaHHbIN BbIBO
8 duplex string py yp p n
d 1ri) (
1(9) sPe; st l,ng HOSTNAME INTERFACE DESCRIPTION VIOLATION
media string
11 lastInput int32 vios|2-15.2-4 GigabitEthernet0/3 to server 1 false
12 lastOutput int32 ) o
= viosl2-15.2-4 GigabitEthernet1/0 to server 2 false
13 switchport ~ Switchport —|
14 counters Counters [—] vios|2-15.2-4 Vian1 true
15 description string ) -
viosl2-15.2-2 GigabitEthernet0/1 true
\. J \
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Kak 3TO peanMsoBaTb?

B Teopunn 3TO NpOCTO

@—- C60p AaHHbIX —_— MapcuHr — Hopmanuszauma —— Query Engine
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Kak 3TO peanMsoBaTb?

B Teopunn 3TO NpOCTO

@—— C60p AaHHbIX —_— MapcuHr — Hopmanuszauma —— Query Engine

Ha NMPaKTUKe. HeMNeHAXN Ha Ka)XXAO0M 3Tane
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Kak 3TO peanMsoBaTb?

}{ C60p AaHHbIX ——m—» Hopmanusaunga —— Query Engine
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Coop AOaHHbIX

TyT BCe BUAbI Ye/JIeHJ)KEMN:

HekoTopble oeBaviCbl MOTYT
OTKas3blBaTb

HekoTopble AeBancbl MOryT OTAaBaTb
[OAHHbIE TO/IbKO pa3 B 30 CEKYHA

[larnHaumsg, cnocobbl NOOKIOUYEHNS,
He y Bcex ecTb CLI, ...

1 5TO TONbKO BepLUMHa ancbepra

28

IHorga npuxoguTcs
paboTaTb 1onaTomn
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[TapCUHT AOaHHbIX

MacwTab: 19 BEeHOOPOB, 23 OnepaLMOHHbIX
cucTeMbl, 68 Bepcun OC

MpuMep: TO/IbKO HA OAHOM TUMe YCTPOMCTB

(Cisco NX-OS) 60/bLie 120 TbICSiY BAPUAHTOB
3a0aTb BaNVaHbIE BbICOKOYPOBHEBbLIE KOMAHbI

KOHOUrypaLumm

KpUTUYHO: MaKCUMasIbHO YNPOCTUTb NPOLLEeCcC
NapCUHra BbIBOJOB KOMaH/[,

OOHO 13 OCHOBHbIX HaMpasieHn B Hadal

29

KayeCcTBEeHHble JaHHble —
COBpPEMEHHOE 30/10TO
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Kak 3TO peanMsoBaTb?

@—— C6op AaHHbIX ~— MapcuHr — P VEREETITTER.——»  Query Engine
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HopManunsaumsa naHHbIX

He naobpetaeM Koneco

B KauecTBe popmMaTa CxeMbl JaHHbIX
ncrnonbzyeM YANG-mMogenu
OpenConfig + IETF

Ynpouwaem cxemMbl gng Read-Only
peXxrnMa 1 obaBgeM TOMOOTMIO.
bepem nydylee n3 o6orx MMPoOB

YangModels/yang
Co P E N Co N F I G YANG modules from standards organizations such

as the IETF, The IEEE, The Metro Ethernet Forum,
open source such as Open...

PacknaabiBaeM JaHHble
«MO NoONoYKaAM>»
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Kak 3TO peanMsoBaTb?

@—— C6op paHHbIX ~— MapcuHr —— HopmManusauusa Query Engine
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Query Engine: Mopenb AaHHbIX

P
[E network: Network

[E] devices: Array<Device>

« CobupaeM JSON-cxeMy OaHHbIX aner
Ha ocHoBe YANG-Mooenu g i

versionDetail: VersionDetail

[+

deviceInfo: Devicelnfo

[+

¢ MOXHO 0bpaLlaTbCs K Ka)KaoMy
NoJ1t0 NO-OTAEbHOCTU

[+

neighbors: Array<Neighbor>

|

12Interfaces: Array<L2Interface>
name: string
nameOriginal: string

« MOYHO genaTb 3arpoOChbl MO TOMoOJ10rnn

ifName: string

state: State

o ONTUMM3NPYEM 3aMPOChbl — eC/n - %tiﬂg
NOSIb30BATENIO HYXHO TOJ/IbKO none X, rels int
TO BbIFPY>XaeM 13 XpaHUnLA TONbKO duplex: string

speed: string

3HavyeHue atoro nonsg (GraphQL-like)

media: string
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Query Engine: A3blKk 3anpocCoB

* fA3blk 3anpocoB — Python

« PaboTta ¢ gaHHbIMM — Kak ¢ JSON
(NpO3payYHo as15 Nonb3oBaTENS)

« Ko npoBEpPOK XPaHUTCS B CUCTEME
(+MMNOPT/IKCMNOPT), HE HYXHO XPaHUTb
CKPWNTbl BO BHELLHWX CUCTEMaX

« 3a cyeT HOPMAIM30BAHHbIX JAHHbIX —
[aXKe CNOXHble MPOBEPKM MO BCEM
BEHOOPAaM [0eNaloTCa B HECKOJ/IbKO
CTpOYeK Koaa

34

Editor

0 NO U A WN R

11
12
13
14
15

@ Execute

def validation_query():
results = []

for device in network['devices']:
for interface in device['12Interfaces']:
if interface['state']['admin'] == 'up':

violation = interface['description'] == ""

results.append({
"hostname": device['deviceInfo']['hostname'l],
"interface": interface["name"],
"description": interface['"description"],
"violation": violation,

P

return results
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Query Engine: pesynbTaT 3anpoca

Validation Results m
* PesynbTaTt 3anpoca — tabnmua

HOSTNAME INTERFACE DESCRIPTION VIOLATION

viosl2-15.2-4 GigabitEthernet0/2 true

|_| On bBO BaTen b Ca M BaﬂlaeT H eO6XOIDI M M ble viosl2-15.2-4 GigabitEthernet0/3 to server 1 false
,D,ﬂ g OTO 6 pa )'Ke H I/I FI I_I Oﬂ S:I B 3a I_I poce viosl2-15.2-4 GigabitEthernet1/0 to server 2 false

viosl|2-15.2-4 Vlan1 true

® M O)‘I(HO MCI_IOJ-I b3OBaTb ﬂlﬂg: viosl2-15.2-2 GigabitEthernet0/1 true
. . vios|2-15.2-2 GigabitEthernet0/3 true

1> |_| po Be p K I/I (CTO}-I 6e LI' V I O I’atl O n ) viosl2-15.2-2 GigabitEthernet1/0 true

2) [1pon3BOJIbHbIE BbIGOPKM cigebiEthemeti

viosl2-15.2-2 Vian1 true
° Pe?)yfl bTaTbI MO)‘KHO Bbl rpy)KaTb I_I pl/l viosl2-15.2-3 GigabitEthernet0/0 true
viosl2-15.2-3 GigabitEthernet0/1 true

nomoum API (REST/gRPC)

Rows per page: 100 ¥ 1-50 of 50
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PesynbTar

e ~
< > C A\ Not Secure  10.199.199.113/validation/edit/a2713498-6cb1-47e7-9bb2-5da2cadcca8d?from=07%2F05%2F2024+11%3A03%3A458t0=07%2F05%2F2025+11%3A03%3A45&ru.. Ca & % b} - New Chrome available :
= Hadal @ 20/03/2025, 23:05:57 07/05/2024 11:03:45  07/05/2025 11:03:45 (2]

Validation check
e et i v Save and close Cancel
Interface descriptions Descriptions at all active interfaces must be present Medium
Editor (®» Execute Results Data Model
Validation Results
1 def validation_query(): 1
i gt = [ HOSTNAME INTERFACE DESCRIPTION VIOLATION
. for device in network['devices']: viosl|2-15.2-4 GigabitEthernet0/3 to server 1 false
5 for interface in device['l2Interfaces']:
6 if interface['state']['admin'] == 'up': viosl2-15.2-4 GigabitEthernet1/0 to server 2 false
7 violation = interface['description'] == ""
8 results.append({ vios|2-15.2-4 Vlan1 true
9 "hostname": devicel['deviceInfo']['hostname'],
10 "interface": interface["name"], viosl2-15.2-2 GigabitEthernet0/1 true
11 "description": interface["description"],
12 "violation": violation, viosl|2-15.2-2 GigabitEthernet0/3 true
13 1) . N
14 viosl|2-15.2-2 GigabitEthernet1/0 true
15 return results
Rows per page: 100 ¥ 1-50 of 50
\. A
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[lpumep: rpe HacTpoeH VLAN 10

4 N\
Editor (») Execute
1 def validation_query():
2 results = []
3 —
4 for device in network['devices']:
5 for vlan in device['vlanTable']:
6 if vlan["id"] == 10:
7 results.append({
8 "hostname": device['deviceInfo']['hostname'],
9 "id": vlan["id"],
10 "name": vlan['name']
11 )
12
13 return results
|\ A
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[lpouecc Banngaunu

Becb NnpouecCC — MHXeHeP 330ENCTBOBAH Ha Ka)XaoM aTane

MapcuHr CKpunT c norukoun UHTerpauuu

C60p AaHHbIX — — —_
M HopManusauums 06paboTKMU (anepTMHrn T.4.)
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[lpouecc Banngaunu

Becb NnpouecCC — MHXeHeP 330ENCTBOBAH Ha Ka)KJoM aTane

Mapcunr CKpMNT € Iorukon MUHTerpauuun

C60p AaHHbIX —_— — —_
W HopManusauus 06paboTKun (anepTUHr nu T.4.)

Kak Mbl €ero ynpocTtmam

MapcuHr CKpuNT € Iorukomn
C60p AaHHbIX _ — —_
U HopManusauus 06paboTKu

UH)XeHep 3aHnMaeTcs TONbKO 06paboTKom
AAHHbIX U UHTEepnpeTauuen pesybTaToB

MUHTerpauuun
(anepTUHrun t.a.)
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CueHapunm MCMoOJSIb30BaAHUA

ABTOMaTKM3aLMIO B Kax bt oropon!

40
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[lpouecc KOHTpPONS

ApXxuTeKkTop 3aaaeT npaBuia pJis cetu
(Banupgauus + Bepudukauus)

}

MH)KeHepbl BHOCAT uaMeHeHuUsd

!

N3mMeHeHus npoBepAarTCA
Ha COOTBeTCTBUE rnpasujiamM

}

CooTBeTcTBYET?

41

N3MEHEeHUN
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[lpouecc KOHTpPONSA

ApxuTekTop 3apaeT npaBuia anq cetu
(Banupauus + Bepudukauus)

}

MH)KeHepbl BHOCAT USAMeHeHUs

!

N3MeHeHusa npoeeparTCcA
Ha COOTBeTCTBUE NnpaBu/iaM

!

Oa Het

N3IMEeHEeHUU

—> YBeaoMneHne 06 OTKJIOHEHUMN

42

CooTBeTcTBYET?
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[lpouecc KOHTPONSA U3MEHEHWUU

ApxuTekTop 3apaeT npaBuia anq cetu
(Banupauus + Bepudukauus)

}

MH)KeHepbl BHOCAT USAMeHeHUs

!

N3MeHeHusa npoeeparTCcA
Ha COOTBeTCTBUE NnpaBu/iaM

}

Oa Het

O6HoBNgEeM NpaBUIo

<
<

}

HapyweHune?

| na

43

CooTBeTcTBYET?

— YBepgomneHue 06 oTKJIOHEeHUU

HeT

YcTpaHsieM HapylueHue

/\meTn_ Hadal &~



ABTOMaTM3aUMa YCTPaAHEHUA HapVyleHnU

Ve

HOSTNAME INTERFACE NEIGHBOR
spine GigabitEthernet1 leaf1
spine1 GigabitEthernet2 leaf2
spine1 GigabitEthernet3 edge1
Router GigabitEthernet2.1 viosl2-15.2-2
\
44

/\mern_ Hadal £



ABTOMaTM3aUMa YCTPaAHEHUA HapVyleHnU

Ve

HOSTNAME

spine1

spine1

spine1

Router

INTERFACE

GigabitEthernet1

GigabitEthernet2

GigabitEthernet3

GigabitEthernet2.1

NEIGHBOR

leaf1

leaf2

edge1

viosl2-15.2-2

COMMANDS

conft

interface GigabitEthernet1
description "to device leaf1"
exit

conft

interface GigabitEthernet2
description "to device leaf2"
exit

conft

interface GigabitEthernet3
description "to device edge1"
exit

conft

interface GigabitEthernet2.1
description "to device viosl|2-
15.2-2"

45

KoMaHpabl gnsa
yCTpaHeHuUs HapyLueHUuA

Bbirpy»aeMm pesynbTaTbl
nposepku no API

OcTaeTca pas3inTb
Ha obopynoBaHue
(scrapli, ansible 1 T.n.)
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BoibOopkn n mMnopTo3aMelleHne

CHM3NTb pacxofbl HA 3aKYNKY
HOBOro o6opyaoBaHUA

« CKOJIbKO 3aHATbIX MOPTOB B CErMEHTE, CKOJTbKO
eaVHNL, 060PYya0BaHUSA HEOBXOAMMO KYMNTb
N MOXXHO NI COKPATUTb KONMYECTBO?

« Kakue pecypcbl YCTPOMCTB 3a4eMCTBOBaHbI cenyac?
MOXHO N1 KYyNnTb 6oee geleBble MOOAENN?

MNopTBepAnTb TPe60oBaHUA K 060pyA0BaHUIO

« Kakow puya-ceT TpebyeTcH
OT MMMOPTO3aMeLLEHHOro 060pYya0BaAHNSA?
Bce nn yunu? He tpebyeM nuHero?

Orypubl U NOMUOOPbLI?
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YTOo ganbwe: Banuaaums ceTu

° PaCLumpqu AJaTacCeT JOCTYIHbIX
B MOAEe/I OaHHDbIX

* VlccnepyeM cnocobbl elle 60/blUero
YMPOLLEHMS HAaNCaHMS 3arnpoCcoB

* Vlccnenyem MeTobl aBTOMATUUYECKOM
crneundpumkaumm cetm (Hanpmmep,
onpepneneHne Golden Config)
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UTo panbwe: XX

Cenyvac:

« [loKyMeHTnpyeM ceTb

* KOHTpONnpyeM M3MeHeHMS

* PellaeM 3agaydm nnaHnpoBa-
HMA 1 MOLEINPOBaHMUS

O4yeHb MHOTO OeTann3npo-

BaHHbIX 1 CKOPPENMPOBAHHbIX
OAaHHbIX O CeTu

48

Banupauus

cetu

I OKYMeHTUn-
poBaHue ceTu

Bepujpukauus

cetun

\moTh
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UTo panbwe: XX

Banupauusa Bepudukauus
ceTu ceTu
Koppenauusa
CO6bITUN U
Root-Cause
HapyLeHUmn
I OKyMeHTuU-

poBaHue ceTtu
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YTo

50

nanbwe: AL

Koppenauusa
CcCoOGbITUIA U
Root-Cause
HapyLeHuUn

AL ——

Banupauusa Bepudukauus
ceTtu ceTu

I OKyMeHTu-
poBaHMe ceTH

J
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BMecTO 3akawn4veHus

Banupauus nsMeHeHuu

* KOHTPO/Ib BCEX M3MEHEHNI
* [1pOM3BOJIbHbIE BbIGOPKM
* VIcTopnyeckmnm aHanms

Koppensauusa cobbitumn
un Root-Cause HapyLieHuUmn

MHOro NoroB U MeTpUK cpean
KOTOPbIX C/TOXHO HAaUTW HapYLUEeHUS
N NX MPUYNHDI

51

BcTynamTte B Haly
rpynny B Telegram!

8

@hadal_project
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Cnacunbo 3a BHMMaHue!

Omuntpum JlapuH, Hadal Project

© @menetelko
= larin.dv@hadal.tech
é» hadaltech
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