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MeTtacTtabunbHble
COCTOAHUSA
oTKa3a

WY AHapeu CUHUUbIH
& Pyrosoautens otaena MessageBus




AHapen CUHUUbLIH

Bonblie 20 neTt B MHOyCTpPUK
bBbin paspaboTymMkomM 1 4eBONCOM, cemyac MeHegxep

PaboTtan B o4eHb DONbLUMX KOMMNAHUAX

COTHU NPONAEHHbIX MHUMAEHTOB, DOMbLLNX U
MarneHbKnxX

@ lozcda  OZON (@ tech
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AGENDA

MHCprMeHTbI MOHUTOPUHIA

Kenc: Kubernetes n mnkpocepsucel

Kenc: Kafka

MeTogonoruu npeaoTepaLlleHns

BbiBOAbI
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NMpodeccuoHanbl B nN0ob6oun npodeccum:
Mbi 3HaeM, YTo aenaeM.
lNMporpaMMMUCTDI:
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MeTactabunbHoe
COCTOSHME OTKa3a

OnuTenbHOe COCTOSHUE CUCTEMDI C
CYLLECTBEHHO CHUXEHHOU

NPOU3BOAUTENBHOCTbLIO NPU PopMaribHO
paboTaloLMX KOMMNOHEHTaX




[Toyemy 3TO onacHo?

2

He3ameTHOCTb
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[Toyemy 3TO onacHo?

He3zameTHOCTb CNno)XHOoCTb
ANArHOCTUKU
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[Mloyemy 3TO onacHoO?

=

He3samMeTHOCTb CnoXHOCTb HakonutenbHbIN
ONarHOCTUKU adppekT

ozoNiech 8



1 yac gayHTanma

1 yac payHTanma
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- 50% npounsBoanNTENBHOCTHU

84 yaca B Hegento
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CocTosAsHUA cucTemMbl

Cucrtema
paboTtaeTt
HOpPManbHO

ozoNiech
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CocTosAsHUA cucTemMbl

Cucrtema
paboTaer
HOPMarsibHO

ozoNiech

Cucrtema He
paboTtaeTt
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CocTosAsHUA cucTemMbl

Cucrtema
paboTaer
HOPMarsibHO

ozoNiech

Cuctema He
paboTaer

\

MeTacTabunbHoe
COCTOSAHMEe
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KackagHble apdeKThbl

-100 ms

ozoNiech
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KackagHble apdeKThbl

-100 ms
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-10 ms
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KackagHble adpdeKTbl -100 ms

-100 ms

3ameansieTcs
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KackagHble apdeKThbl
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Moaenu
OOHapyXeHus

ozoNiech

$ MoporoBbi MOHUTOPUHT
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Moaenu
OOHapyXeHus

ozoNiech

$ TMoporosbli MOHUTOPUHT

$ MoHUTOpPUHIr aHOManum
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Moaenu
OOHapyXeHus

ozoNiech

$ TMoporosbli MOHUTOPUHT

$ MOHUTOPUHI aHOManui

$ MOHMTOPUHI TPeHO OB
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AGENDA

[Bseu,eHvle

]

MHCprMeHTbI MOHUTOPUHIa 9

Kenc: Kubernetes n mmkpocepsucel

Kenc: Kafka

N )

N

MeTogonoruu npeaoTepaLlleHns

BbiBOAbI

N )

S

ozoniech
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Prometheus l O\

Grafana




Prometheus + Grafana

[ﬁ AnepTbl Ha U3MEeHeHue TpeHaa

ozoNiech
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Prometheus + Grafana

[@ AnepTbl Ha U3MeHeHVe TpeHaa

[Q AnepTbl Ha pa3bpoc MeTpUK

ozoNiech
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Prometheus + Grafana

[ﬁ AnepTbl Ha U3MeHeHVe TpeHaa

[Q AnepTbl Ha pa3bpoc MeTpUK

[ﬂ AnepTbl HA aHOManuu B pacnpegeneHun

ozoNiech
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Prometheus + Grafana

rate (http request duration seconds sum[5m]) /
rate (http request duration seconds count[5Sm]) > 1.2 *
avg over time (rate (http request duration seconds sum|[5m])

/ rate (http request duration seconds count[5m]) [1d:5m])

ozoNiech
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ELK Stack

[ & CTpyKTypupoBaHHOE NormpoBaHue

ozoNiech
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ELK Stack

[ & CTpyKTypMpOBaHHOE NOrMpoBaHue

[’ Arperauun gns BbisiBlieHUs aHoManum

ozoNiech
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ELK Stack

[ & CTpyKTypMpOBaHHOE NOrMpoBaHue

[ ’ Arperaunm gns BblsIBIEHUA aHOMalNMu

( & Busyanusaumv TpeHOoB

ozoNiech
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OpenTelemetry a

Jaeger _ ‘ *
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OpenTelemetry + Jaeger

[ & TpaccupoBka 3anpocoB

ozoNiech
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OpenTelemetry + Jaeger

[ ¥ TpaccupoBka 3anpocoB

[ & OTcnexuBaHWe BpeMeHM KaXporo aTana o6paboTku

ozoNiech
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OpenTelemetry + Jaeger

[ ¥ TpaccupoBka 3anpocoB

[ & OTcnexvBaHne BpeMeHu kaxaoro atana ob6paboTku

[Q AnepTbl Ha pacTyLme «XBOCTbI» pacnpeaerneHus

ozoNiech
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Chaos .
Engineering ! LiEmus




Chaos Engineering

[ & LleneHanpaBneHHoe BHeCeHMe 3afepkKeK

ozoNiech
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Chaos Engineering

[ & UeneHanpaBrneHHoe BHECEHWE 3aaepKeK

[ & WckyccTBeHHOe orpaHuyeHue pecypcoB

ozoNiech
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Chaos Engineering

[ & UeneHanpaBrneHHoe BHECEHWE 3aaepKeK

[ & UckyccTBeHHOE orpaHWyYeHne pecypcoB

[‘ Cvumynauma 4yacCTUYHOU HeOOCTYNMHOCTHU

ozoNiech

38



AGENDA

[Bseu,eHvle

[ MHCprMeHTbI MOHUTOPUHIA

Kenc: Kubernetes n MmukpocepBucsoi

[Keﬁc: Redis

[MGTOJJ,OJ'IOFI/IVI npenoTBpaLLEeHUs

[BbIBO,EI,bI

ozoniech
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Kenc: kybepHeTec n MMKPOCEPBUCHI

—

ozoNiech

Kubernetes
[ Istio
™
Service Service Service Service
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Kenc: kybepHeTec n MMKPOCEPBUCHI

a Kubernetes

[ Istio

~ ~
Service Service Service Service
)
ErrorRate: OK
MongoDB MongoDB MongoDB

ozoNiech

HealthCheks: OK
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Kenc: kybepHeTec n MMKPOCEPBUCHI

4 Kubernetes

[ Istio

ozoNiech

ErrorRate: OK
HealthCheks: OK

42



Kenc: kybepHeTec n MMKPOCEPBUCHI

Tracing APl Request Durations via Jaeger (OpenTelemetry)
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Timestamp
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Kenc: kybepHeTec n MMKPOCEPBUCHI

MongoDB Shard Latency Over Time
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Kenc: kybepHeTec n MMKPOCEPBUCHI

[Service

timeout

Prol:!ewjé (Service
Service k lg
v
[MongoDB} @

[Service

ozoNiech

timeout

i@
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Kenc: kybepHeTec n MMKPOCEPBUCHI

i u TVT TOXe TO\MMG(/T'

Problem

tuw\e_out

1

. Serv.ce
Service
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‘tumeout

Client
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PellueHune kenca

[Q Istio u Circuit Breaker

ozoNiech
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PellueHune kenca

[Q Istio u Circuit Breaker

[Q YnyuuweHHble health-yeku

ozoNiech
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PellueHune kenca

[Q Istio u Circuit Breaker

[Q YnyJleHHble health-yeku

[ & MpaBunbHas HacTpolika TalimayToB

ozoNiech

49



PellueHune kenca

& Istio n Circuit Breaker

& YnyuweHHble health-yeku

& MpaBunbHas HacTpoiika TaiMayToB

& MOHUTOPMHI BpeMeHM oTBeTa C NePLIEHTUIIAMM

TN N N 7Y

NP S N N

ozoNiech
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PellueHune kenca

& Istio n Circuit Breaker

& YnyuweHHble health-yeku

& MpaBunbHas HacTpoiika TaiMayToB

& MoHUTOPUHr BpeMeHM OTBeTa C NepLEeHTUNSIMU

TN O N YN Y

N BbHUAHYHA-MOHFY NOYNHUNM nHAeKcbl B MongoDB

ozoNiech




AGENDA

[Bseu,eHvle

[ MHCprMeHTbI MOHUTOPUHIA

[Keﬁc: Kubernetes n mnkpocepBuchbl

Keuc: Kafka

[MGTOJJ,OJ'IOFI/IVI npenoTBpaLLEeHns

[BbIBO,EI,bI

ozoniech
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Kenc: kadka

ozoNiech

-

\_

Kafka )

[ ZooKee_(oer J ( ZooKee(oer ] [ Z.ooKee(ae_r j

[Broker J [Broker] [ Broker] [ Broker ] [Broker J
[ Broker ] [Broker] [ Brokerj [Broker]

J

HeckonbKko JeCATKOB TOMMKOB, HEKOTOPbIE ¢ 50+ napTuumamm

Okono 30 pasnuyHbIX consumer-rpynn
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Keunc: kajpka
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Kewc: Kagoka
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KonvyecTBo napTuLui
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broker-1

Pacnpenenermne Kafka-naptnynm no 9 bpokepam

broker-2 broker-3 broker-4 broker-5 broker-6 broker-7 broker-8
bpokep

broker-9
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KonnyecTtBo pe6anch03 B 4YacC

Kadoka

YacToTa npoueccos pebanaHcmpoBku no Yyacam (Kafka)

ozoNiech

Bpems
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PellueHune kenca

[Q HeonTumanbHaa KoHdurypauumsa retention

ozoNiech
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PellueHune kenca

[O HeonTtumanbHasa KoHgurypauua retention

( & Npo6nemsbl c auckoBbIM I/O

ozoNiech
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PellueHune kenca

[Q HeonTtumanbHasa KoHgurypauua retention

( & Mpobnemsl ¢ guckosbIM 1/0

[’ HepaBHOMepHas Harpys3ka Ha napTuuum

ozoNiech
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PellueHune kenca

& HeontumanbHas KoHdwurypaums retention

& Mpobnemsl ¢ guckosbIM 1/0

¥ HepaBHoMepHas Harpyska Ha napTuLmm

& Hactpoiiku consumer groups

TN N N 7Y

NP S N N

ozoNiech
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PellueHune kenca

ozoNiech
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PelueHne keunca: zookeeper

[ & YpesmepHoe konnuyectBo ephemeral nodes

ozoNiech
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PelueHne keunca: zookeeper

[Q UpeamepHoe konnyecTtBo ephemeral nodes

( & HeontumanbHbie HacTpoliku JVM

ozoNiech
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PelueHne keunca: zookeeper

[Q UpeamepHoe konnyecTtBo ephemeral nodes

[‘ HeonTtumanbHble HacTpoukn JVM

[ & HesepHoe 3HauyeHue ticktime

ozoNiech
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PelueHune keunca: zookeeper

JloxxHble cpabaTbiBaHNA oTKa3oB ZooKeeper-Hoa (Hu3kum tickTime)
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PellueHune kenca

[Q PekoHdurypaums 6pokepoB

ozoNiech
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PellueHune kenca

[Q PekoHdbUrypaums 6pokepos

[’ OnTumusaums retention

ozoNiech
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PellueHune kenca

[Q PekoHdbUrypaums 6pokepos

[Q OnTuMmusaums retention

[Q OnTuMKM3aums NapTULUOHNPOBAHUSA

ozoNiech
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PellueHune kenca

bubino:
user_id

Ctano:
tenant id + hash(event type + timestamp)

ozoNiech 69



PellueHune kenca

& PekoHdurypaums 6pokepos

& Ontumusaums retention

& OnTuMmsauus NapTULMOHNPOBaHMS

& Hacrtpoiiku zookeeper

TN N N 7Y

NP S N N

ozoNiech

70



AGENDA

BBenenHune

MHCprMeHTbI MOHUTOPUHIA

Keinc: Kubernetes n mnkpocepsuceil

Kenc: Kafka

N YN YN 7Y

\/ N  \ AN J

MeTogonoruu npeaoTBpaLLeHus - )

[BbIBO,EI,bI

]

ozoNiech
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[MpoaKkTUBHbLIN
MOHUTOPUHT

ozoNiech

$ MepueHTUNUN BpeMeHU oTBeTa
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[MpoaKkTUBHbLIN
MOHUTOPUHT

ozoNiech

$ MepueHTUNM BpemeHu oTeeTa

$ TpeHAbl 1 aHOManNuu
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[MpoaKkTUBHbLIN
MOHUTOPUHT

ozoNiech

$ MMepueHTUNM BpeMeHn oTBeTa

$ TpeHabl 1 aHOManNUu

$ PecypcHble MEeTPUKM
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[MpoaKkTUBHbLIN
MOHUTOPUHT

ozoNiech

$ MepueHTUNM BpemeHu oTeeTa

$ TpeHabl n aHoManuu

$ PecypcHble MeTpUKH

$ BusHec-MeTpPUKM

— N
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$ Mpuoputusauus pyHKLUNOHANLHOCTH j

Graceful
Degradation

ozoNijech 76



Graceful
Degradation

ozoNiech

$ Mpuoputnsauma gpyHKLMOHANBHOCTY

N

$ Circuit Breaker
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Graceful
Degradation

ozoNiech

$ Mpuoputnsauma gpyHKLMOHANBHOCTY

N

$ Circuit Breaker

$ CrpaTterum Timeout u Retry
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Graceful
Degradation

ozoNiech

$ Mpuoputnsauma gpyHKLMOHANBHOCTY

$ Circuit Breaker

$ Crpaterum Timeout u Retry

$ OrpaHuyeHue pecypcoB
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NMpuHUMNbI
NpoeKTUupoBaHUA

ozoNiech

$ WN3onsauusa oTkasoB
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NMpuHUMNbI
NpoeKTUupoBaHUA

ozoNiech

$ WM3sonsumsa oTkasos

$ AcuHXpoHHOCTb U bydhepusaums

N
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NMpuHUMNbI
NpoeKTUupoBaHUA

ozoNiech

$ WNaonaums oTkasos

$ AcKHXpPOHHOCTb U Bydepusaund

$ MpepackasyemocTb NoA Harpy3Kom
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NMpuHUMNbI
NpoeKTUupoBaHUA

ozoNiech

$ WM3sonsumsa oTkasos

$ AcKHXpPOHHOCTb U Bydepusaund

$ MpenckasyemMocTb Noa Harpy3Kow

$ YuuTbiBanTe 3a4epPXKKM
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$ MOHMTOPUHI B HENpepbIBHOM pexume j

Best
Practices

ozoNiech



$ MOHUTOPUHT B HEMPEPbLIBHOM PEXMME ]

$ TecTupoBaHMe OTKa30yCTOMUYMBOCTHU ]

Best
Practices

ozoNiech 85



ozoNiech

Best
Practices

$ MOHUTOPUHT B HEMPEPbLIBHOM PEXMME

$ TecTupoBaHMe 0TKA30yCTONYMBOCTY

$ MocteneHHoe BHeapeHUe N3MEHEHUH
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Best
Practices

$ MOHUTOPUHT B HEMPEPbLIBHOM PEXMME

$ TecTupoBaHMe 0TKA30yCTONYMBOCTY

$ MocTeneHHoe BHeApeHNE N3MEHEHI

$ [okymeHTUpoBaHUe N oby4yeHue

N P D N
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AGENDA

BBenenHune

MHCprMeHTbI MOHUTOPUHIA

Keinc: Kubernetes n mmkpocepsuceil

Kenc: Kafka

MeTogonornn npeaoTBpaLleHuns

N N N YN Y

— U S S

ozoniech
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BbiBOAbI

[ $ MeTtacTabunbHble OTKa3bl ONacHee MNOSHbIX j
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BbiBOabI

ozoNiech

[ $ MeTtacTabunbHble OTKa3bl ONacHee MNOSHbIX

% MOHMTOPUHI KPUTUYECKU BaXKeH
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BbiBOAbI

ozoniech

’ MeTacTabunbHble OTKa3bl onacHee NOMHbIX

% MOHUTOPUHI KPUTUYECKU BaXKeH

$ KackapHble adhekTbl B3anmo3zaBMcUMOCTEN
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BbiBOAbI

ozoNiech

’ MeTacTtabunbHble OTKa3bl oracHee NOJIHbIX

$ MOHUTOPUHI KPUTUYECKU BaXKeH

$ KackapHble adhekTbl B3anmo3zaBMcUMOCTEN

N N N Y

$ YuutbiBaTL Aerpagaumio

N N N N
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BbiBOAbI

ozoNiech

’ MeTacTabunbHble OTKa3bl oracHee NOJIHbIX

$ MOHUTOPUHI KPUTUYECKU BaXKeH

$ KackapHble adhekTbl B3aumo3aBMCcUMOCTEN

$ YuuTtbiBaTb Aerpagauuio

NN N N 7Y

% MNpoakTnBHOE TecTUpoBaHue

I A 2 U/ N N
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