T BAHK

be3HaaeXHanA
HaAeXXHOCTb
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NH»KeHep cBA3M No ob6pa3oBaHuto

Mowna paboTtaTtb B T-baHK, 4TOObLI pa3zobpaTbca Kak bbiTb
MAMKWHbIM MHBECTOPOM B MMOTEKY U Hayymntcsa devops-y

Berato, urpato B NAAxKHbINM Bonenbon n 6o0sbLIomn
TEHHWC, Y4YyCb UrpaTb Ha rMTape n GopTeNnmnaHo.

Jlto6.1t0 BNANbIBATLCA B BbI30BbI, MPOBEPATHL ceHA Ha
Ha[EeXHOCTb MEHTANbHYIO N GU3UYECKYIO.

CRO (Chief Reliability Officer)
MnaTtexkeun u Nepesonos
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Bbi30Bbl

[leXKypHbIX Masio 1 OHU
BbIrOpatoT, HOBbIX HN KaKUMMU
NAOLWKaMM He 3aTallullb B
0EeXXypCcTBO

01

[1lpogaKTbl HE MOHMMAIOT

LEeHHOCTU 3a4ay4 no
HaeXHOCTU

04

HeT AOKYMeHTaunn u
pernameHT No onpeaeneHunto
KPUTUYHOCTU COOA CANLLIKOM
abCTPaAKTHbIN

02

Ha cbosnax
“BuHoBaTa ceTb Unm nHoppa”

05

[Tnwem postmortems, HO He
YBEepeHbl, YTO CUCTEMaA CTa1a
HaaeXXHee

He yBONUTbLCA

03

06
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[lexkypHble n onboarding

» 3anuannam ceBomn Kypc no onboarding He TonbKo AnA
TeX KTO roTOBUTCA AEKYPUTb, HO U ANA TNA0B
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» [TOHATHbIN YEeK-NNCT N0 NOArOTOBKE K
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[exypHble n onboarding

» 3anuannam ceBomn Kypc no onboarding He TonbKo AnA
| TeX KTO roTOBUTCA AEKYPUTb, HO U ANA TNA0B

» [TOHATHbIN YEK-ANUCT NO NOATOTOBKE K
aTTecTauum Ha 4eXKypcTBO

Caenanv BuAEeo-3annucb CaMon aTTecTauum B
NeXypPCTBO C pa3paboTynKom




T BAHK

[exypHble n onboarding
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3anuannam ceBomn Kypc no onboarding He TonbKo AnA
TeX KTO roTOBUTCA AEKYPUTb, HO U ANA TNA0B

[TOHATHbIN YEK-ANCT N0 NOAroTOBKE K
aTTecTauMm Ha AeXYPCTBO

Caenanv BuAEeo-3annucb CaMon aTTecTauum B
NeXypPCTBO C pa3paboTynKom

BHeapuan npoLecc nepegayum cepsmca Ha
NeXYPHYIO KOMaHAay
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[lexkypHble n onboarding

» 3anuannam ceBomn Kypc no onboarding He TonbKo AnA
TeX KTO roTOBUTCA AEKYPUTb, HO U ANA TNA0B

’ [TOHATHbIM YEeK-/INCT NO NOATOTOBKE K
aTTecTauumn Ha AeXKypcTBo

» Caoenanv Buaeo-3anucb Camon aTTectalimu B
[1eXKYPCTBO C pa3paboTymMKom

» BHegpunn npouecc nepenayum cepsmca Ha
AEeXYPHYIO KOMaHAay

» CTO/CRO koopaunHaTopbl c60A C KPUTUUYHbBIM
BANAHUEM HA KNNEHTOB
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[lexkypHble n onboarding
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3anuannam ceBomn Kypc no onboarding He TonbKo AnA
TeX KTO roTOBUTCA AEKYPUTb, HO U ANA TNA0B

[TOHATHbIN YEK-ANCT N0 NOAroTOBKE K
aTTecTauMm Ha AeXYPCTBO

Caoenanv Buaeo-3anucb Camon aTTectalimu B
[1eXKYPCTBO C pa3paboTymMKom

BHeapuan npoLecc nepegayum cepsmca Ha
NEeXYPHYIO KOMaHay

CTO/CRO koopaunHaTopbl c60A C KPUTUUYHbBIM
BANAHUEM HA KNNEHTOB

Csoun, bonee KecTKM pernameHT paboTbl €O
cboamum
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lenenonaraHue

» Roadmap

» MpoaaKkTbl

@)  BaHble BONPOChI OT CTO

CAUCASUS

UNITED
TERRITORY

bery.

ut00bl BRYCHG
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BbiropaHune 1 Bonpoc —YTo A TYT BoobLLe
aenato’?

’ PaboTta c HaAEXKHOCTbIO UMEET OTCPOYEHHbIN BO
BpEMEHU pe3ynbTaT

» Cbou bblnK, ectb 1 byayT

@) Bcerpa ectb TOT, KTO Nyuwe TebA

’ Mos uenb Ha 2024 rof, — He YBOAUTLCA
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MeTpuku

“KTo He 3HaeT Kyaa HanpasasieTcs, O4eHb
VANBUTCA, NonaB He Tyaa.” Mapk TeeH

MeTtpuku Incident Management
- MTTR — min time to recovery
TTInform — time to inform
TTDetect — time to detect
CFR — change failure rate

MeTpukn npunoxkeHma RED + SR
request/error/duration + success rate




RED-meTpuku

Pay success rate

100%

95%

90%

11:00 11:30 12:30 13:00 13:30
Last * Max

93.8% 99.0%

Increase errors

Latency

4s
3s
2s
1s

Os
11:00 11:30

e 095 == 099

12:00

12:30

13:00

Rate

KonunyecTBo 3anpocoB B eANHULLY

BpPEMEHMU

Error

KO/INM4ecCcTBO HeyAd4HbIX 3afpoCcoB B

CeKyHAay - ownboK

Duration/Latency

BpeMA OTK/IMKa BAlWLUX CepBNCOB HA

Ka*Kabl 3anpocC




Kak cobnpaem metpukmn
HageXXHOCTU

Mnatdopma ana paboTbl ¢ HaaeKHOCTbIO - FineDog

YTO OHa B cebqa BKAOYaeT?

- KaTtanor cepBnuCcoB KOMaHA 1 yCcayr Nnosib3oBaTtens

- MUHAMKaTopbl HegocTynHocTu (SLI)

- MHPpopMmaunto 0 AeXKYPHbIX KOMaHAAX U FOHUTHI,
KOTOpble  OHU noAAepXuBatoT

- KOHUTbI C YyKa3aHUEeM KPUTUYHOCTMU

- PacnuncaHue geXKypHblix

- BO3MOXHOCTb OTNPaBUTb page AeKYPHOMY

- 3aBegeHune cbos 1 ackanauma no Hemy Ha CTO/CRO
- KaneHgapb pennsos
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Tpwurrepbl
cboes

33aBUCUMOCTb OT CME}KHbIX CUCTEM

nposepaem Xaoc-naatpopmomn

Penunsbl - KaHapenkou

YBeNnYeHue Harpysku - JInmuTbl

Ha TpaduK

16%

Postmortems

3a BTOPYO NONIOBUHY
2023

34%

CmeXKHble cucTtembl
B Penus

YBenunyeHume Harpysku
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Canary releases

Cervice A

Load Balancer

pod

(oadBalancer

pod

canary pod




[lpoaKTUBHAA HaAEeXXHOCTb

Xaoc-nnatdpopma YnpaBsnaemblie c6ou TecTupoBaHue
fallback
Ha npoae
“Ilomaii-nomai MeHs “Oep>XUM AeXKypHbIX B “Bo Bpems cb60A He AOKHO
NOMHOCTbIO” TOHyce" BbITb COMHEHMUI cpaboTaeT
v 3awmTa”

01 02 03



CtabunbHoe

Xa0C-UHXUHUPUHT COCTORHUE

Mbl noKa He aocTturam yposHA Google ¢ nx Chaos '

Engineering — oTka3zamu B ntob6oe Bpems Ha tobom

cepBuce. [1oKa 4YTO Mbl Aeslaem 3TO NOAKOHTPOJ/IbHO.

[
YayduweHune ‘

‘ [MnoTtesa

&
[lpoBepKa a

JKCNnepumeHT




Xa0C-UHXXUHUPUHT

Mbl noKa He aocTturam yposHA Google ¢ nx Chaos

Engineering — oTka3zamu B ntob6oe Bpems Ha tobom

cepBuce. [1oKa 4YTO Mbl Aeslaem 3TO NOAKOHTPOJ/IbHO.

Cervice D

Cimeout

Chaog Tecter

(oad Balancer

connectiong

Cervice

File deccriptor

timeout




[lpoaKTUBHAA HaAEeXXHOCTb

Xaoc-nnatdpopma YnpaBnaemblie c6ou TecTupoBaHue
fallback
Ha npoae
“JToMaii-nomait MeHs “OepXnm OeKYPHbIX B “Bo Bpems c60s HE JO/IKHO
NOMHOCTbIO” TOHyce" BbITb COMHEHMUI cpaboTaeT
v 3awmTa”

01 02 03



[lpoaKTUBHAA HaAEeXXHOCTb

Xaoc-nnatdpopma YnpaBnaemblie c6ou TecTupoBaHue
fallback
Ha npoae
“Ilomaii-nomai MeHs “Oep>XUm AeXKypHbIX B “Bo Bpema cb60A He AOKHO
NOMHOCTbIO” TOHyce" BbITb COMHEHUI cpaboTaeT
n 3awmTa”

01 02 03



Bbi30BbI - UTOIW

Ouepeab Ha aTTecTaumnto

YyacTtBytoT B cH0AX ‘

J1oKymeHTaumA
aKTyanmsunpyerca

Nwem npobnemy y cebs

‘02

TecTbl Ha npoae

He ysonunace!
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N KaKoe e 3TO YyA0BO/IbCTBUE 3aX04UTb
Ha cbon n HabaaaTb, YTO TBOU
KOMaH/4bl aKTUBHO MOMOTaoT APYrMm
bbicTpee HanTn npobaemy n TBONMMU
HapaboTKaMM HAYMHAOT NOJIb30BATbLCA
coceaHUEe KOMaHAbI

[10 BCTpe4uun Ha cTapTax!



Cnacunbo!

Email: e.Istoshina@tbank.ru

Tg: eistoshina

T-baHK — pMHAHCOBAs OHAAMH-3KOCMCTEMA, 0O beANHAOLLAA NONHbIN CAEKTP
$UHAHCOBbIX YCAYT ANA YaCTHbIX N, U BU3Heca


mailto:e.Istoshina@tbank.ru
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